HNugopMmanonHasi naMATKAa V11 HECOBEPILLIEHHOJIETHHX 110 BOIIPOcaM
KHOep0e30nacHOCTH

B ceTu «MHTEpHED

KoMIbIOTEepHBLIE BUPVCHI

KomnbroTepHblii BUPYC - 3TO Pa3sHOBUIHOCTb KOMITBIOTEPHBIX MPOrpamMM,
OTIUYUTENIBHOM OCOOEHHOCTBIO KOTOPOM SIBJIIETCA CIIOCOOHOCTh K Pa3MHOMKEHUIO
(konmupoBaHuw). B jgomosiHeHWE K 3TOMY, BUPYCHl MOTYT TOBPEIAUTH WIH
MOJIHOCThIO YHUYTOXKUTH BCE (haliibl U JAHHBIE, TTOJKOHTPOJbHBIE TTOJIH30BATEIIIO,
OT UMEHH KOTOPOTro ObLTa 3amylieHa 3apak€HHas IporpamMma, a TakKe MOBPEIUTh
WIN JaXe YHUYTOXKHUTH OMEPAIMOHHYIO CUCTEMY CO Bcemu daiimamu B 1eyoM. B
OOJIBIITMHCTBE CITy4aeB pacpOCTPAHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

1.  Hcnonw3yil COBpeMEHHBIC OTIEPAIMOHHBIE CUCTEMbI, HMEIOIINE
CephE3HBIN YPOBEHD 3aIIUTHI OT BPEJJOHOCHBIX MTPOTPAMM;

2.  TlocrosHHo ycraHaBimuBail matuu (IUGpOBBIE 3aIUIaTKH,
KOTOphIE  aBTOMATHYECKH YCTAaHABIMBAIOTCS C IEJbI0  JOpabOTKU
OporpaMMbl) W JIpyrue OOHOBIIGHHUS CBOEH OMNEPAIMOHHON CHUCTEMBI.
CkaumBail ux TONbKO ¢ oduimanbHOro cairta paspaborunka OC. Ecnm
CYIIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE MO/ MpaBaMu I0JIb30BATENIs, a
HE aJMHUHHUCTpaTOpa. OJTO HE TO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX
IporpaMM MHCTAJLTUPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4, Ucnons3yi AHTUBUPYCHBIE [IpOrpaMMHBIE IIPOLYKTHI
M3BECTHBIX IMPOU3BOIUTENCH, C aBTOMAaTUYECKIUM OOHOBJICHUEM 0a3;

d. Orpannuyb  GU3HUECKUH  JOCTYym K  KOMIBIOTEPY ISt
MOCTOPOHHUX JIUII;

6. Hcnonwp3yli BHEMIHWME HOCHUTENH HWH(OpMAIUU, TaKue Kak
dnemka, auck wiam ¢aiin u3 HWHTEepHETa, TOMBKO W3 TPOBEPEHHBIX
UCTOYHUKOB;

1. He otkpeiBaii kommbioTepHble (ailibl, MOJy4YEHHBIE U3
HEHAJIEKHBIX HCTOYHUKOB. Jlaxke Te Qaiinbl, KOTOpble MpHUCTIan TBOU

3HaKOMbIH. JIyuIie yTouHU y HEro, OTIPaBIIsI JIU OH TeOe HX.



Cern WI-FI

C nomomipto WI-Fi MOXXHO TONy4UTh OCCIUIATHBIM MHTEPHET-IOCTYI B

OOIIECTBEHHBIX MeCTax: Kade, OTeNIIX, TOPrOBBIX IIEHTPax M a’dpormopTax. Tak xe
SIBIIAETCS OTJIMYHOW BO3MOXHOCTBIO BbIXoda B MHTepHer. Ho MHOrmne skcneprsl
CUMTAIOT, yTo obmenoctynubie WiFi ceTu He sBastoTca 0€30MacHbIMU.

CoBeTbI M0 6€30MACHOCTH PadOTHI B 001eT0CTYNMHBIX ceTax Wi-fi

1. He nmepenaBaii cBowo  JuuHyro  uHGOpMaALUIO  Yepe3
obmenoctynasie Wi-Fi cern. PaGoTas B HHMX, KelaTelbHO HE BBOJHTH
apoJIv JIOCTYTIA, JIOTUHBI M KAKHE-TO HOMEPA,

2. Hcmone3yii W OOHOBISI aHTUBHPYCHBIC TMPOTPAMMBI U
Opanamayasp. TeM cambiM Thl 00€30MaCHIIbL CE0sl OT 3aKaYKU BUPYCa HA TBOE
YCTPOKUCTBO;

3. Ilpu wucnonszoBanun Wi-Fi otkmoun ¢yakuuo «OOmuii
noctyn kK Qaiitam u  nupuHTepamy». JlaHHas (QyHKOHMS 3aKpbITa 110
YMOJTYaHUIO, OJHAKO HEKOTOPhIC TIOJb30BATCId AaKTUBHPYIOT €€ IS
yno0CTBa UCIOJIb30BaHMs B paboTe Win y4eoe;

4. He wcnonp3yit ny6onuusasii WI-FI s mepenaum  TUYHBIX
JAHHBIX, HAITPUMED, AJIA BBIXOJA B COI[MAJIbHBIE CETH WJIM B DJIEKTPOHHYIO
TOUTY;

5. Hcnonb3yii Tonbko 3amuiieHHoe coenunenue yepes HTTPS, a
He HTTP, 1.e. mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mMoOunsHOM Tenedone oTkimroun GyHkiuwo «Ilogkmodenne K
Wi-Fi aBromarmueckm». He pomyckaii aBTOMAaTHYECKOI'O TOIKIIFOUCHHS

ycTporicTBa k cetssm Wi-Fi 6e3 TBoero cormacus.

ConmajJbHbIe CeTH

ConmanbHas CETh - 3TO CalT, KOTOPHIN MPEIOCTABIISIET BO3MOXXHOCTD JIFOJISIM
OCYIIECTBIIATh OOIICHHUE MEXIy co0oi B mHTepHeTe. Yamie Bcero B HUX IS
KKJIOTO 4YeJIOBEKa BBIJACIACTCS CBOS JIMYHAS CTpaHWYKa, Ha KOTOPOW OH
yKa3bIBaeT O ceOc pa3aIndyHyr WHGOpMAaIWIO, HauyWHAs OT UMCHH, (paMUIuud U
3aKaHYMBas JIMYHBIMH (hoTorpadusmMu. MHOTHE TOJIB30BATEIN HE TTOHUMAIOT, YTO
nHpopManus, pa3MeIIeHHas UMH B COITHAIBHBIX CETAX, MOXKET OBITh HalijieHa U
WCIIOb30BaHA KEM YyrogHo, B TOM 4YHCIe HE o00s3aTelbHO ¢ OJarumu

HaMCPCHUAMU.



OcHOBHBIE COBETHI 10 0€30MACHOCTH B COUMAJIBbHBIX CeTHAX:

1. Orpanudb CIUCOK Jpy3ed. Y TeOs B ApYy3bsiX HE JOJKHO OBITh
CIIy4alHbIX U HE3HAKOMBIX JIFOJEH;

2. 3anumiaid CBOKO 4YacTHYI ku3Hb. He ykaspiBali mnapoiiu,
TenedoHbl, agpeca, JaTy TBOEro POXACHUS U JPYryl0 JIUYHYIO
nHdopMaino. 3J10YMBIIIJIEHHUKH MOTYT UCIOJB30BaTh 1ake WH(OOPMAIIUIO
0 TOM, KaK Thl U TBOHM POJUTEIIH TJIAHUPYETE MPOBECTU KAHUKYIIbI,

3. 3anuuiaid CBOIO pemnyTaluio - JIEPKU €€ B YUCTOTE U 3aJaBail
cebe Bompoc: XOoTed Obl Thl, YTOOBI JIPYyTHUE TMOJH30BATEIIN BUJICIU, YTO ThI
3arpyxaemib? Ilomymaii, mpexae 4yeM 4YTo-TO OIMyOJIMKOBAaTh, HAMHCATh U
3arpy3uTh;

4, Ecnu Thl roBOpUIllb C JIOABMHU, KOTOPHIX HE 3HACIlb, HE
UCIIONIB3YH CBOE peallbHOe UMS W JPYTYH JIMYHYIO WH(pOpMAIUU: UM,
MECTO KHUTEIbCTBA, MECTO YUeOBI U MpoOYee;

S. N3berait pasmemenus Qororpaduit B MuTepHere, rae Tbl
U300pakKeH Ha MECTHOCTH, 10 KOTOPOH MOXHO ONpPENETUTh TBOE
MECTOIOJIOKEHHE;

6. [Ipu perucrparuu B  COLMAIBHOM CeTH  HEOOXOAMMO
UCIIONIB30BaTh CJIOXKHBIE TApoJik, cocTrosime u3 OykB u 1mudp u ¢
KOJIMYECTBOM 3HAKOB HE MeHee §;

1. Jlns coruanbHOM CeTH, MOYTHl U JPYTUX CAaWTOB HEOOXOIUMO
UCIIONIb30BaTh pasHble mapoiu. Torga eciau TeOs B3IOMAKT, TO

3JIOYMBIIIVICHHUKH I10JYy4YaT JOCTYII TOJIBKO K OJHOMY MCCTY, @ HC BO BCC

cpasy.

DJIEeKTPOHHBIC TeHbI'N

DNEKTPOHHBIE JIEHBIM — 3TO OYECHb YAOOHBIA CHOCO0 TIIATEXKEW, OHAKO
CYIIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIU.

DNEKTPOHHBIE IEHbI'Y MOSABUIUCH COBCEM HEJIAaBHO U UMEHHO H3-3a 3TOTO BO
MHOTHUX FOCYyAapCTBAX JI0 CHX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (QYHKIIMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJe
UX Pa3JeNA0T Ha HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3Huna B
TOM, UTO AaHOHMMHBIE - 3TO TE€, B KOTOPBIX pa3peuiaeTcs MpoBOAUTH Onepanuu 0e3
UICHTU(PUKALIMK  TOJIb30BaTeNil, a B HE AaHOHUMHBIX MJICHTU(PUKAIUU

MIOJI30BATEIIS ABJISICTCS 00513aTENLHOM.



Taxxe crnenyer pasnuyaTh 3JIEKTPOHHBIE (HUATHBIE JE€HBIU (paBHbBI
rOCY/IapCTBEHHBIM BaJIIOTAM) M 3JIEKTPOHHBIE HE(pUATHBIE JI€HbIM (HE DPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OcHoOBHBIE COBETHI 10 0€30IACHOI padoTe € 3JIEKTPOHHBIMHU ACHbIAMMU

1.  TlpuBsku K cuery MOOUJIBHBIN TenedoH. ITo camblil yA0OHBIM
U OBICTPBIN cIOCOO BOCCTAHOBUTH AOCTYII K cuery. [IpuBs3anHbiii TenedoH
IOMOYKET, €CJIM 3a0y/Iellb CBOW MJIATEKHBIM Maposib WM 3aiJelIb Ha CAlT ¢
HE3HAKOMOI'0 YCTPOWCTBA;

2.  Hcnonws3yit opHopaszoBble maponu. llocme mnepexoma Ha
YCWJIEHHYIO aBTOpH3alMio Tebe yxe He OyJleT yrpokaTh ONacHOCTb KpaxkH
WIH TepexBaTa MIaTeKHOTO NapoJis;

3.  BeiOepu cioxnblii napois. [IpectynHukam OyaeT HE MPOCTO
yrajgatb CJIOXHbIA mapoib. HanexHsle mapojii — 3TO Mapoyd, KOTOPBIE
coJiepKaT HEe MEHee 8 3HAKOB M BKJIIOYAIOT B CEOsl CTPOUHBIE U MPOMHUCHBIE
OyKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB, TaKHE KakK 3HAK Jojuiapa, QyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanpumep, StROng!;;

4. He BBOOM CBOM JIMYHBIE JaHHBIE Ha CaWTax, KOTOPBIM HeE

AOBCPACIIDb.

DJICKTPOHHAS MOYTA

DNEKTpOHHAs MMOYTa — ATO TEXHOJIOTUS U MPEIOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U TOIYYSHHUIO DJIEKTPOHHBIX COOOIIEHHM, KOTOPhIE paCIpPEACNIIIOTCs B
KOMIbIOTepHOH ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIeyIONMM 00pa3oM: UMS_TOJIb30BaTesI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MIPOCTOTO TEKCTa, UMEETCSI BOBMOXKHOCTh Mepe1aBaTh (Hailibl.

OcHoBHbBIE COBETHI 10 0e30NacHOIl padoTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hano BbIOpath mpaBuiibHBINA MOYTOBBIM cepBuc. B MuTepHere
€CTh OIPOMHBIM BbIOOp OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIle
JOBEPATH TEM, KOTO 3HACIIb U KTO MEPBbIA B PEUTUHIE;

2. He yka3piBaii B JWYHOW TIOYTE JIMYHYIO HWH(POPMAIHIO.
Hanpumep, nyumie BbIOpaTh «MY3bIKAIbHBIN (paHaT@» wuianm «pok2013»
BMeCTO «TemMal3»;

3. Hcnonb3yli IBYyX3TanHYK aBTOPU3ALMIO. JTO KOrJa MOMHMO

MapoJsl HY’)KHO BBOOUTH KOJ, TPUCHIIaeMblii 0 SMS;



4, BoiGepu cnoxHbI maposib. [l KaxAaoro mo4TOBOrO SIIUKA
JOJIKEH OBITh CBOM Ha/I€KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJib;

S. Ecinu ectp BO3MOXXHOCTH HAamucarb C€amMOMYy CBOM JIMYHBIN
BOIIPOC, UCIOJIb3YH 3TY BO3MOYKHOCTB;

6. Hcnonb3yil HECKOJIBKO TIIOYTOBBIX SIIIUMKOB. llepBwit miis
YaCTHOM IIEPENUCKUM C ajapecaTamMd, KOTOPBIM Thl JOBEpPSEUIb. ITO
ANIEKTPOHHBIN aipec He HaJA0 MCIOJIb30BaTh MPU PETUCTpAIMU Ha (opymax
1 cauTax;

7. He otkpsbiBail (ailnibl U Apyrue BIOXKEHHS B MUChbMax Jaxke
€CJIM OHY IPULUIM OT TBOUX Apy3eu. JIydine yrouHu y HUX, OTIPABIIsUIN JIU
OHU TeOe ITH (ailibl;

8. [locne okoHuaHusi paboOTHl Ha TMOYTOBOM CEpBHCE TIEpen

3daKPbITUCM BKJIAJIKH C CaliTOM HeE 3a6y)15 Ha)kaTh HA «BeIiATHY.

KuoepOovJaJMHT WJIH BUPTVAJIBHOE U31EeBATEIbCTBO

KubepOymmuHr —  mpecieoBaHHE€  COOOIICHHUSIMH,  COJIEpIKAIUMHU
OCKOpOJIeHMS, arpeccHio, 3aIyTUBaHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHHUE C TTOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pble ¢ KNOEPOYJIJIMHIOM

1.  He 6pocaiics B 60it. JIyummmuii cioco6: moCOBETOBATHCS Kak ceOs

BECTH M, €CIM HET TOro, K KOMY MOXHO OOpaTWUTbCS, TO BHayaie

ycrmokoutbes. Ecnu  Th  HaYHemIb  OTBEYaTh OCKOPOJEHUSMU  Ha

OCKOpOJICHHSI, TO TOJBKO elle OOJIbIIIE Pa30XkIKeIb KOH(IIUKT;

2. VYrpasnsii cBoelt kubeppernyTaiue;,
3.  Ad"onmMHOCTP B cetd MHHUMas. CymiecTBYIOT CIOCOOBI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM,;

4, He crtout Bectn XynuraHckuii o0Opa3 BUPTYaJIbHOU KU3HWU.

WNuTepHer duxcupyer Bce TBOHW JCHCTBUS W COXPAHSICT UX. YIAIUTh WX

OyZeT KpaifHe 3aTpyIHUTEIHHO;

o. Benu ceds BexIUBO;
6. Urnopupyi €IMHUYHBII HETAaTHUB. OnHopasoBbie

OCKOpOUTENIbHBIE COOOIIECHUS Jydllle UTHOpHpoBaTh. OOBIYHO arpeccus

MPEKpaIIAeTCs Ha HAYAJIbHOW CTaJuu;



7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIIEHUSIMU, B COIMANBHBIX CETAX €CTh BO3MOXXHOCTH OJIOKHPOBKHU
OTIIPAaBKHU COOOILEHHI C ONIPEIETIEHHBIX aJPECOB;

8. Eciu Tl cBuaetens kubepOysumHra. TBou  JIeHWCTBUS:
BBICTYIUTH TMPOTUB IMpECleoBaTeNsl, MOKa3aTh €My, YTO €ro JeHCTBUS
OLICHWBAIOTCA  HETaTWBHO, TOJJAEpXKaTh JKEPTBY, KOTOpPOH HYXKHA
MICUXOJIOTUYECKasi MOMOIIb, COOOIIUTH B3POCIBIM O (paKT€ arpecCUBHOIO

ITOBCACHUA B CCTH.

MooOuanHbIN TeJIe(hoH

CoBpemeHnHbIe cMapT(OHBI M TUIAHIIETHI COJIEPIKAT B ce0e BITOITHE B3POCIIBIT
(GYHKIIMOHAJI, M TENeph OHU MOTYT KOHKYPUPOBAaTh CO CTallMOHAPHBIMHU
KommbroTepaMu. OTHAKO, CPEJICTB 3aIIUTHI JIJIS MOJOOHBIX YCTPOMCTB IMOKA OYCHb
mano. TectupoBaHME W TIOMCK YSI3BUMOCTEH B HHUX IPOMCXOAWT HE Tak
MHTCHCUBHO, Kak Ji1s T1K, To jke caMoe KacaeTcss 1 MOOMIIbHBIX MTPHIIOKCHUH.

CoBpeMeHHBIC MOOWJIBHBIC  Opay3epbl YK€ TPAKTHYCCKH  JTOTHAIN
HACTOJIbHBIC aHAJIOTHM, OJHAKO paciupeHue (YHKIHMOHAIa BJIEUYET 3a COOOM
OOJIBITYIO CIIOKHOCTD M MEHBIIYIO 3alUIIICHHOCTD.

Jlaleko He BCE MPOW3BOJUTEIN BBHINYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIIUC
KPUTHYECCKUE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TesiedoHa:

1. byns octopokeH, Beab Korjma TeOe mpejiararoT OecruiaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH,

2.  Jlymai, npexne yem oTnpaBuTh SMS, dorto mnm Bumeo. Tor

TOYHO 3HAEIIb, TJI¢ OHU OyAyT B KOHEYHOM UTOTE?

3. Heo6xonuMo OOHOBIATH ONEPAIIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4.  Hcnonp3yll aHTHUBHPYCHBIC MPOTPAaMMBI JUJII MOOWIBHBIX
TeneOHOB;

5. He 3arpyxaii npuioXeHHs] OT HEU3BECTHOTO MCTOYHUKA, BEIb

OHHU MOTYT COAEPKaTh BPEAOHOCHOE MTPOTpaMMHOE 00€CIICUCHHE;

6. ITocie TOro kKak Thl BBIMJEIIL C CaiTa, TA€ BBOAWI JIMYHYIO
nH(pOpMaIIHIO, 3aiI1 B HACTPONKHU Opay3epa u ynanu cookies;

7. [Tepuonnuecku MpOBEpA Kakue IJIATHBIE YCIIYTH

AKTHUBHUPOBAHBI HA TBOCM HOMCPC,



8. JlaBai cBOil HOMEp MOOWIBHOTO Tejae(OHAa TOJBKO JIIOMISIM,
KOTOPBIX ThI 3HACITH M KOMY JTOBEPSICIIIb;
9. Bluetooth npomkeH OBITHP BBIKIIOYEH, KOrja THI MM HE

noJsb3yenibes. He 3a0b1Bait mHOr 1@ IPOBEPATH ITO.

OUIIMHI WIH KPaxKa JHYHbIX JJAHHBIX

I'maBHass mens QumuHr - BHAa VHTEpHET-MOIIEHHWYECTBAa, COCTOWT B
MOJyYeHUH KOH(HUIESHIIMATBHBIX JaHHBIX MOJH30BATENCi — JIOTMHOB U MapoJieH.
Ha anrmwmiickom si3bike phishing uuraetcss kak guimmur (ot fishing — priOHas
JIOBJIs, password — maposn).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GQUIIMHIOM !

1.  Cnenm 3a cBOMM akkayHTOM. Eciu ThI 10/103peBaeIiib, 4TO TBOS
aHKeTa OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATH €€ M COOOIIUTH
aJIMHHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2.  Hcnonw3yit Ge3omacHble BeO-CAThl, B TOM YHUCIIe, HHTEPHET-
Mara3uHOB U TTIOUCKOBBIX CUCTEM;

3.  Hcnonb3y# cloXKHBIE W pa3Hble Mapoiu. Takum oOpa3om, eciiu
TeOS B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH TMOJyYaT JOCTYI TOJBKO K OJIHOMY
TBOEMY MPOQUITIO B CETH, a HE KO BCEM;

4, Ecnu Tebs B3moManu, TO HEOOXOIMMO NPEAYIPEIUTh BCEX
CBOMX 3HAKOMBIX, KOTOpbIE J00ABICHBI Y T€OS B JAPY3bSAX, O TOM, YTO TeOS
B3JIOMAJIM M, BO3MOXHO, OT TBOETO MMEHU OYAET pacchulaThCs CIaM H

CCBUTKH Ha (DUIIIMHTOBBIC CAWTHI,

5. VYcranoBu HanexHbI maponb (PIN) Ha MmoOunbHBIN TenedoH;
6. OTkitoun coxpaHeHue mapossi B Opaysepe;
1. He otkpsiBaii (aitnibl U npyrue BIOXKEHHS B MHUChMax Jaxke

€CJIM OHW NPULUIM OT TBOUX Apy3eu. Jlydile yrouHu y HUX, OTOPaBIISLIN JIU

oHH Te0e ITH (ailibl.



